YTBEPXIAIO:

#~  10.B.Cnasropojckas
0 133/1 or 30.08.2021r.

HNucTpykuus ajs o0yqaromuxcs 1no odecnedyeHn 0 HHGOPMAIHOHHOH 0€30NIACHOCTH NPH
HCII0JIL30BaHUH ceTH « MHTepHeT» 1JIs1 pa3sMeleHus B Y4eOHbIX Ka0OHHeTaxX, B KOTOPBIX
ocylecTBJseTCs: 10CTyN B ceTh «AHTepHeT»

C KaXJbIM roJJOM MOJIOJIEKH B MHTEPHETE CTAHOBUTHCA OOJIbIIIE, a IIKOJBHUKU OJIHU U3
CaMbIX aKTUBHBIX IOJlb30Barenel PyHera. Mexay TeM, IOMHUMO OIPOMHOIO KOJIUYECTBa
BO3MOXXHOCTEH, MHTEPHET HECeT W MpoOJIeMbl. JTa MaMsATKa JOJDKHA MOMOYb Tebe 0e301macHo
HaXOJUTHCS B CETH.

KoMnbroTepHbie BUPYCBHI

KoMmnbrotepuslii  BUpyc - 3TO  Pa3HOBUAHOCTb  KOMIBIOTEPHBIX  IPOTPAMM,
OTJIMYUTEIFHOH OCOOCHHOCTBIO KOTOPOHM SIBISIETCS CIIOCOOHOCTh K  pa3MHOXEHHI0. B
JIONIOJIHEHUE K 3TOMY, BUPYChl MOT'YT MOBPEIUTh WJIM MOJIHOCTbIO YHUYTOXHTH BCe (hailiibl U
JTaHHbIE, MOJKOHTPOJIbHBIE MOJIb30BATENI0, OT UMEHHM KOTOPOro ObUla 3allyllieHa 3apa)KCeHHas
porpaMma, a TakKe MOBPEAUTh WM JaXe YHUUYTOXHUTh ONEPALMOHHYIO CHUCTEMY CO BCEMHU
daitnamu B 11es10M. B G0NBIIMHCTBE CITydaeB pacpOCTPAHSIOTCS BUPYCHI U€pe3 HHTEPHET.

MeTo/1bl 3a1IUTEI OT BPEJOHOCHBIX IPOTpamMM:

1. Mcnonb3yii COBpEMEHHBIE ONEPALlMOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HBIH YPOBEHB
3allUThl OT BPEJJOHOCHBIX MPOTpPamm;

2. TlocTostHHO ycTaHaBIMBal MayTH (LMQPPOBBIE 3aIUIATKH, KOTOPbIE aBTOMATHUYECKU
YCTAQHABJIMBAIOTCS C ILENbI0  JOopabOTKM MporpamMMmbl) M JApyrue OOHOBIEHHS CBOEH
ornepannoHHOM cuctembl. CkaunBail UX TOJBKO ¢ 0HUIMATIBHOTO caifta pa3padotunka OC. Ecnu
CYILIECTBYET PEKUM aBTOMATUYECKOTO OOHOBIIEHUS, BKIIIOUH €T0;

3. Paboraii Ha cBOEM KOMIBIOTEpE MO MpaBaMHU I0JIb30BATENS, @ HE aIMUHUCTPATOPA.
OTO HE MO3BOJUT OONBLUIMHCTBY BpPEIOHOCHBIX MpPOrpaMM MHCTAJUIMPOBAaThCS Ha TBOEM
NIEPCOHAIIBHOM KOMIIBIOTEPE;

4. Vcnionb3yil aHTUBUPYCHBIE ITPOTPAaMMHBIE MPOAYKTHI U3BECTHBIX MPOU3BOIUTENEH, C
aBTOMAaTHYECKUM OOHOBIJIEHHEM 0a3;

5. Orpannyb pU3HUYECKUI JOCTYI K KOMITBIOTEPY ISl IOCTOPOHHUX JIUIL;

6. Mcnonp3yii BHEIIHUE HOCUTENN HUH(OpMAIMM, TaKue Kak (iemka, TucK uin ¢aitn u3

HHTEPHETA, TOJBKO U3 ITPOBECPCHHBIX UCTOYHUKOB;



7. He oTkpwiBail KOMIBIOTEpHBIE (ailyibl, MOJyYCHHBIE M3 HEHAJEKHBIX MCTOYHUKOB.
Jaxe Te ¢ailnpl, KOTOpbIe MpUCTaT TBOM 3HAKOMBIN. Jlydllle yTOuHH y HEro, OTIPABIISLI JH OH
Tede ux.

Ceru WI-FI

Wi-Fi - 3T0 He Bu nepeiaun JaHHbIX, HE TEXHOJIOTHSI, a BCEro JIMIIb OpeH 1, Mapka. Erre
B 1991 rony muaepmannackas kommanusi 3apeructpuponana opena "WECA", uto o603Hagano
cnoBocouetanne "Wireless Fidelity", koTopslii mepeBoauTcs Kak "O0ecrpoBOAHAS] TOYHOCTS .

Jlo nHamiero BpeMmeHM Jouuia apyras aOOpeBuarypa, KOTOpasl SIBISETCS TaKOW ke
TexHoJyioruei. 1o abopeBuarypa "Wi-Fi". Takoe Ha3BaHue ObLIO JaHO C HAMEKOM Ha CTaHAApPT
BhIcHIeH 3ByKOoBoW TexHUKHU Hi-Fi, uTo B mepeBosie o3HavyaeT "BbICOKasi TOYHOCTH'.

Ja, OecruiaTHBI MHTEPHET-IOCTYI B Kade, OTENsX M adponopTax SBISETCS OTIMYHOU
BO3MOXXHOCTBIO BBIXOJla B MUHTEpHET. HO MHOTHE SKCIEepPThl CYUTAIOT, YTO 00IenocTynasie Wi-
Fi cetu He sBNsAIOTCA O€30MACHBIMHU.

CoBeTbl 110 O€30MaCHOCTH pabOThI B 00LIEIOCTYHBIX ceTsix Wi-fi:

1. He mepenaBaii cBoo IM4yHyr0 HHpoOpMaIuio depe3 odmemoctymubie Wi-Fi cern.
Paboras B HUX, *elaTelbHO HE BBOJUTH MAPOJIH JOCTYIIA, JIOTHHBI U KaKHUe - TO HOMEpa;

2. Vcnonb3yit 1 OOHOBIISII aHTUBUPYCHBIE MPOrpaMMbI U OpaHamayep. Tem cambIM Thl
o0e3omacumib ceds 0T 3aKaYKU BHPYyca Ha TBOE YCTPOUCTBO;

3. Ilpu ucnons3oBanuu Wi-Fi otkmioun Qynkmuro "OOmuit moctynm k daitnam u
npuntepam". JlaHHas (yHKIMS 3aKpbITa 10 YMOJYaHHUIO, OJHAKO HEKOTOPHIE I0JIb30BaTENN
aKTUBUPYIOT €€ JUIsl y100CTBa HCII0JIb30BaHMs B paboTe uiu yueoe;

4. He ucnonw3yit myonuunbiii WI-FI nns nmepepgaum IMYHBIX JaHHBIX, HapUMEp JUIs
BBIX0/JIa B COIIMAJIHHBIE CETH WJIHM B AJIIEKTPOHHYIO TIOYUTY;

5. HUcnone3yit Tonpko 3amumeHHoe coenuHenue uepes HTTPS, a e HTTP, T.e. npu
Habope BeO-apeca BBoAM UMeHHO "https://";

6. B wmoOunbHOM Tenepone orkiroun  QyHkmmioo "Tlopkmrouenne k- Wi-Fi
aBToMatuyecku". He momyckail aBTOMaTuueckoro MmoAKII0YeHus1 ycTporicTBa k ceTsim Wi-Fi 6e3
TBOETO COTJIACHSL.

ConmnanbHble ceTH

ConmarnpHble CETH aKTHBHO BXOJAT B HAally JKU3Hb, MHOTHE JIIOJIU PabOTalOT W JKUBYT
TaM TMOCTOSsIHHO, a B Facebook yxe 3apernctpupoBaH MUJUIMAP]] YE€TOBEK, UTO SIBIISIETCS OJTHOU
CellbMOM BCeX JKMTeNIeH IIaHeThl. MHOTME MOJb30BaTeIM HE MOHMMAIOT, 4TO WH(pOpMalus,
pasMelleHHas UIMH B COIIMAIbHBIX CETSAX, MOXKET ObITh HalJileHa M UCIIOJIb30BaHa KEM YTOJIHO, B
TOM YHCJIe HE 00513aTeNBHO ¢ OJaruMu HaMepeHHUSIMH.

OCHOBHBIE COBETHI IO OE30IACHOCTH B COHUAJIbHBIX CCTAX:



1. Orpanndb CHUCOK Apy3el. Y TeOsS B APY3bsSX HE JIOJDKHO OBITH CIyYaWHBIX H
HE3HAKOMBIX JIFOICH;

2. 3amuiiaii CBOK YacTHYIO XKM3Hb. He ykaspiBall mapoinu, TeiaeqoHBI, aapeca, Jary
TBOETO POXKIEHUS U JIPYTYIO JHUHYI0 HH(POPMAIHIO. 3JI0YMBIIUIEHHUKA MOTYT HCIOJB30BaTh
Jake nH(OPMALIHUIO O TOM, KaK Thl U TBOHM POJIUTEININ IUIAHUPYETE MPOBECTH KAaHUKYJIBI,

3. 3amumai cBOIO permyTanmio - Aep>KU ee B YHCTOTE M 3a7aBail cebe BOmpoc: XoTesd Obl
ThI, YTOOBI IPYTHe TMOJIH30BATENN BUACIH, YTO ThI 3arpyxaems? [loxymaid, npexiae 4eM 4To-To
OITyOJIMKOBATh, HAMKCATh U 3aTPY3UTh;

4. Ecnu Thl TOBOPHILB C JTIOAbMH, KOTOPBIX HE 3HACIIIb, HE HCIOIb3YH CBOE peaabHOE UMS
U JIPYTYIO JINYHYIO HH()OPMAITUK: UMsI, MECTO KHUTEIbCTBA, MECTO y4eObl U IIpoUee;

5. U36erait pazmenienus: pororpaduit B Untepuete, r11e Thl H300pakeH Ha MECTHOCTH,
0 KOTOPOIl MOXHO OTPEAETUTH TBOE MECTOIOIOKECHHE;

6. [Ipu peructpanuu B cOLUaIBLHONW CETH HEOOXOIUMO HCIIOJIb30BATh CIIOXHbBIE MTApPOIIH,
cocrosmme U3 OyKB ¥ (P U C KOJIUIECTBOM 3HAKOB HE MEHEe §;

7. st conmanbHOW CETH, TOYTHI U IPYTHX CAaWTOB HEOOXOIMMO HCIIOJIB30BATh Pa3HBIC
naponu. Torga eciau Te6s B3IOMAIOT, TO 3JIOYMBIIIJICHHUKU TOIY4YaT JOCTYH TOJBKO K OJHOMY
MECTY, a He BO BCE cpa3y.

DJIeKTPOHHbBbIE IeHbI'H

DONEeKTPOHHBIE JIEHBI'M - 3TO OYEHb YIOOHBINA CHOCOO IUIaTEXEW, OAHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU ACHBIU.

ONEKTPOHHBIE JEHBIW MOSBUINCH COBCEM HENABHO M MMEHHO H3-3a 3TOrO0 BO MHOTHMX
rocyapcTBax /10 CUX IOP HE MPOMUCAHO PO HUX B 3aKOHAX.

B Poccun sxe oHM QyHKIHOHUPYIOT M O HUX YK€ IPOMUCAHO B 3aKOHE, T/I€ UX Pa3JeIsioT
Ha HECKOJIBKO BUJIOB - aHOHUMHBIE U HE aHOHUMHBIE. Pa3HMIIa B TOM, YTO aHOHMMHBIE - 3TO T€, B
KOTOPBIX paspeliaercss MpOBOAUTH omepauuu 0e3 HAeHTH(UKAUW [OoJb30BaTels, a B
HEaHOHHUMHBIX UACHTU(UKALIVS TT0JIH30BATENS SBISETCS 00s13aTEIbHOM.

Taxxe cienyer paznuyarh 3JIEKTPOHHbBIE (UATHBIE JIEHBI'M (PaBHbBI TOCYJapCTBEHHBIM
BAJIIOTaM) U 3JIEKTPOHHBIE He(hUaTHBIE IEHBIM (HE PaBHBI TOCYJAPCTBEHHBIM BAJIOTaM).

OcHOBHBIE COBETHI M0 6€30MacHOI paboTe ¢ IEKTPOHHBIMU JICHbIaMHU:

1. ITpuBsku K cyeTy MOOMJIBHBIN TenedoH. DTo camblii yIOOHBIM U OBICTPBIN CrOCcO0
BOCCTAHOBUTBH JIOCTYHn K cueTy. l[lpuBs3aHHBI TenedoH IOMOXKET, eciu 3alyaemnib CBOM
IUTATEXHBINA TApOJIb UIIU 3aiICIIb HA CAliT C HE3HAKOMOI'O YyCTPOWUCTBA;

2. Ucnonb3yit ogHOpa3oBble napoiu. [locine nepexoa Ha yCHIIEHHYIO aBTOpU3aLUIo Te0e

yKe He Oy/IeT yrpoaTh OMaCHOCTh KPaKH WITM TIEpeXBaTa IJIATeKHOTO TapoJIs;



3. BoeiGepu cnoxsbplii mapodas. IIpectrymHukam OyaeT He TPOCTO yrajaaTh CIIOMKHBIA
napoJib. HajgexHbie maposu - 3T0 mapoiu, KOTOpPhIE CoJiepKaT HE MEHEe 8§ 3HaKOB U BKIIIOUAIOT B
ce0si CTpOYHbIE M MPOMKCHBIE OYKBBI, IU(PPHI U HECKOJIBKO CUMBOJIOB, TAKME KaK 3HAK J10JUIapa,
¢dbyHTa, BOCKJIMIIATEIbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBOIM CBOM JIMYHBIEC JAHHBIE HA CAWTAX, KOTOPBIM HE JI0BEPSECIIb.

DJIeKTPOHHAA MOYTA

DneKTpOHHAs M0YTa - 3TO TEXHOJIOTUS U MPEAOCTABISIEMbIE €10 YCIYTH II0 IEPECHUIKE U
MOJIYUYEHHUIO JJIEKTPOHHBIX COOOLICHUM, KOTOpBhIE pacHpeieisaioTcs B KOMIBIOTEPHOH CeTH.
OO6b1yHO 3JEKTPOHHBIN MIOYTOBBIN SIIIUAK BBITJISIAT CJIeIYIOLIUM oOpa3zom:
UMs_TIONIB30BATESI(@UMsL_JoMeHa. Taikke KpoMme TMepeladyd MpOCTOr0 TEKCTa, HMEeTCs
BO3MOXKHOCTb IepeaaBaTh (paisibl.

OcHOBHBIE COBETHI 110 0€30MacHOM padoTe ¢ ANEKTPOHHOU MOYTOM:

1. Hago BbIOpaTh mpaBUIIbHBIN MOYTOBBIA cepBUC. B MHTEpHETE €CTh OTPOMHBIN BBIOOP
OecIIaTHBIX MOYTOBBIX CEPBHCOB, OJJHAKO JIyUllle JOBEPATh TE€M, KOTO 3HAEUIb U KTO IEPBLIN B
peuTHHrE;

2. He yka3piBail B 1MYHOM modyTe JuuHyr0 uHpopMmaiuio. Hanmpumep, mydiie BeIOpaTh
"My3bIKanbHbIN _(panat@" unu "pox2013" Bmecto "temal3";

3. Ucnonp3yit ABYyXATaHyI0 aBTOPU3AIUIO. DTO KOTJIa TOMUMO IapOJis HY>KHO BBOJUTH
KOJ, pUcbUIaeMblil mo SMS;

4. BpiOepu cnokHbIM maponb. s KakI0ro MOYTOBOTO SIIMKA JOJKEH OBITh CBOM
HaJCKHBIHM, YCTOWYUBBIN K B3JIOMY I1apOJlb;

5. Ecam ecTp BO3MOYKHOCTH HAIlMCaTh CAMOMY CBOM JIMYHBIA BOIIPOC, MCHOJB3YH 3Ty
BO3MOKHOCTb;

6. Vcnonb3yli HECKOJIBKO TOYTOBBIX SIIMKOB. lIepBBIii A1 4acTHOM NEPEnuCKUA C
aZpecatamMH, KOTOPBIM Thl JIOBEpsielIb. JTO 3JIEKTPOHHBIM aJpec HE HAl0 HCIONb30BaTh MpU
peructpanuu Ha popymax u cairax;

7. He oTtkpeiBaili (aiifibl U Ipyrue BIOKEHUS] B MUChbMax, JIa)k€ €CJIIM OHU TPHUILUIA OT
TBOUX Jpy3ei. Jlydile yTouHu y HUX, OTIPABISUTH T OHU TeOe 3TH (paiiisr;

8. [Tocne okoHuaHUs PabOTHI HA TTOYTOBOM CEPBHCE MEPEI 3aKPHITHEM BKIAJKHU C CATOM
He 3a0y/1p HaXaTh Ha "BeiidTu".

KuOepOy/utMHT MM BUPTYaJibHOE M3/1€BATEJIbCTBO

KubepOynmnuHr - mpecnefoBaHHE COOOLICHUSIMU, COIEPKALIMMU  OCKOPOJIEHHUS,
arpeccuio, 3alyruBaHKe; XYJIUTAaHCTBO; COIMANIbHOE OOMKOTUPOBAHHME C TIOMOIIBIO PA3TMYHBIX
WHTEPHETCEPBUCOB.

OcHoBHbIE COBETHI 110 00pbOE C KHOEPOYIIMHIOM:



1. He Opocaiicst B 60ii. Jlydmuii croco0: MOCcOBETOBATHCSA Kak ce0sl BECTH W, €CIIA HET
TOTO, K KOMY MOXHO OOpaTUTLCS, TO BHaudaje YCHMOKOWThcS. Ecnum Thl HayHeNIb OTBEYATH
OCKOPOJICHUSIMU Ha OCKOPOJICHUS], TO TOJIBKO e1lie OOJIbIIe Pa30XiKellb KOH(IUKT;

2. YrpaBisii cBoel KuOeppenyTaiuei;

3. AHOHMMHOCTH B ceTd MHUMas. CyIlIecTBYIOT CHOCOOBI BBISICHUTH, KTO CTOHMT 3a
AHOHUMHBIM aKKayHTOM;

4. He cTouT BeCTH XyJIUTAHCKUH 00pa3 BUPTyalnbHOH Xu3HU. VIHTEpHET PUKCUpPYyeET BCe
TBOM JICUCTBHUSA U COXPAHAET UX. Y AANUTh UX OyAeT KpaliHe 3aTpyAHUTEILHO;

5. Cobnroaii CBOIO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupy#i equHUYHbBIN HeraTuB. OHOPA30BbIE OCKOPOUTEIIBHBIE COOOIEHHS JTydlIe
UrHopupoBaTh. OOBIUHO arpeccusi IpeKpaniaeTcs Ha HauajabHOU CTaauy;

7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMU COOOILEHUSIMU, B COLIMATTBHBIX
CETSIX €CTh BO3MOKHOCTh OJIOKMPOBKHU OTIIPABKU COOOIICHUN C ONPEIETICHHBIX a[PECOB;

8. Ecmum TB cBumerens kuOepOymmmHra. TBoW JEHCTBHUS: BBICTYNIUTH HPOTHB
IpecieoBaTeNsl, MoKa3aTh €My, YTO €ro JCHCTBUS OLIEHMBAIOTCS HETraTUBHO, IOJJIEP)KaTh
KEPTBY, KOTOPOM HYXKHA IICUXOJOTHMYECKass IIOMOIlb, COOOLIUTH B3pOCIbIM O dakre
arpecCUBHOrO MOBEJICHUS B CETH.

MoOunbHbIii TesiedoH

CoBpeMeHHble CcMapT(hOHBI W IUJIAHIIETHI COAEpKaT B ceOe BIIOJIHE B3POCIBIMA
GyHKIIMOHAT, W Temepb OHHU MOTYT KOHKYPHUPOBAaThH CO CTAllMOHAPHBIMH KOMIIBIOTEpaAMHU.
OpnHako, CpeJCTB 3alIUThI AJSl MOJOOHBIX YCTPOMCTB MOKA O4Y€Hb Malo. TecTupoBaHHE U MTOUCK
YS3BUMOCTEN B HHUX MPOUCXOJUT HE TaK MHTEHCUBHO, Kak s 11K, To ke camoe kacaercsa u
MOOMIIBHBIX MPUITOKECHHM.

CoBpemeHHbIE MOOMIIbHBIE Opay3ephl ykKe MPAaKTUYECKH JAOTHAM HACTOJbHBIC aHAJIOTH,
OJIHAKO paciupeHue (yHKIMOHaIa BIedeT 3a c000il OONBIIYI0 CI0XHOCTh W MEHBIIYIO
3alUIIEHHOCTb.

Jlaneko He Bce MPOU3BOJUTENM BBITYCKAIOT OOHOBJIEHHS, 3aKPBIBAIOIINE KPUTHUECKHE
YSI3BUMOCTH JIJIs1 CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI /7151 0€30MaCHOCTH MOOMIIBHOTO TeledoHa:

Huyero He siBnsieTcst mo-HacrosimeMy OecriaTHbIM. Byns octopoxeH, Beab Korjga tede
npeaiaraloT OECIUTaTHBIA KOHTEHT, B HEM MOT'YT OBITh CKPBITHI KaKHE - TO TUIATHBIE YCITYTH;

Hymaii, npexzae uyem ormpaBuTh SMS, ¢hoTo unm Bugeo. Twl TOUHO 3HACIIb, T/Ie OHH
OyAyT B KOHEUHOM UTOTE?

Heo0xo1muMo 0OHOBIISATE ONEPallMOHHYIO CUCTEMY TBOEro cMapThoHa;

Hcnonb3yit aHTUBUPYCHBIE IPOTPaMMBbI 1J11 MOOUITBHBIX TeNle()OHOB;



He 3arpyxail npuaokeHus: OT HEU3BECTHOI'O MCTOYHHUKA, BEIb OHH MOTYT COIEPKATh
BPEIOHOCHOE MPOrpaMMHOE 00eCIIeUeHUE;

ITocne Toro kak THI BBIMIEIIb C caiiTa, A€ BBOAWI JUYHYIO MHPOPMALUIO, 3aliu B
HaCTPOMKH Opay3epa U yJaiau cookies;

Ilepuoguueckn mpoBepsid, Kakue ILIATHBIE YCIYI'M aKTHBHPOBAHBI HAa TBOEM HOMEpE;
JaBaii cBoii HOMEp MOOWJIBHOrO TeneoHa TOJBKO JIOASM, KOTOPBIX THI 3HACHIb M KOMY
JIOBEpsICLIb;

Bluetooth nomkeH ObITh BBIKJIIOUEH, KOTJa Thl UM He IoJb3yelscs. He 3a0biBail uHOIr 1A
IIPOBEPSATH 3TO.

Online urpsi

CoBpeMEHHbIE OHJANMH-UTPBl - O3TO KpacouyHble, 3axXBaThIBAIOIIME pa3BJICUYCHUS,
00BEIMHSAIONINE COTHU THICSY YEJIOBEK 10 BCeMy MUpY. Mrpoku ucCleayroT JaHHbIM UM MHUD,
00IIal0TCS IPYT € APYrOM, BBIIOJHSIOT 3a/laHUsl, CPaXaroTCs ¢ MOHCTPaMM U TOJIY4YaroT OIIBIT.
3a yJIOBOJBCTBUE OHU IUIATAT: MOKYMHAalOT JUCK, OIUIAYMBAIOT a0OHEMEHT WJIM IpUOOpeTaroT
KaKHe-TO OIIHUH.

Bce »tm cpenctBa MIyT Ha NOJAEpKAHME W pa3BUTHE UIPHl, a TakkKe Ha camy
0€30I1aCHOCTb: COBEPLICHCTBYIOTCS CHCTEMbl aBTOPU3ALlMM, BBIITYCKAIOTCS HOBBIE MaT4U
(unpoBbIe 3aMIaTKU IJIs1 IPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B 1onoOHbIX Urpax CTOMT omacaTrbCs HE CTOJIBKO CBOMX COIEPHUKOB, CKOJBKO KpaXKH
TBOETO MapoJisi, HA KOTOPOM OCHOBaHa CUCTEMa aBTOPHU3alMK OOJIBIIMHCTBA UTD.

OCHOBHBIE COBETHI M0 0€30MaCHOCTH TBOETO UTPOBOT0 aKKayHTa:

1. Ecnu npyroii urpok BeneT ceds MI0Xo WK co3faeT TeOe HeNMpUATHOCTH, 3a0JI0KUpYH
€ro B CIHCKE UTPOKOB;

2. Iloxamylica agMUHUCTpAaTOpaM WIPbl Ha IUIOXO€ TIOBEJEHUE DOTOTO WIPOKa,
JKEJIaTeIbHO MIPUIIOKUTH KaKHE-TO JI0Ka3aTeIbCTBA B BUJIE CKPHUHOB;

3. He ykaspiBaii mTuuHyto uHGOpMaIuio B mpogaiiie urpsl;

4. YBaxail Ipyrux y4acTHUKOB IO UTPE;

5. He ycranaBnuBaii Heo(uIHaIbHbIE TATYU U MOJBI;

6. Mcnonb3yil c0XKHbBIE U Pa3HbIE TAPOIIH;

7. Jlaxxe BO BpeMsl MIPbl HE CTOUT OTKJIKOYaTh aHTHBUpYC. lloka ThI urpaenis, TBOU
KOMIIBIOTEP MOTYT 3apa3UTh.

@UIIMHT WIN KPAaXka JHYHBIX JAHHBIX

OObIuHOW Kpakell JOeHer M JOKYMEHTOB CErojiHs YK€ HHUKOr0 HE YIWBHUIIb, HO C

pa3BUTHEM HWHTEPHET-TEXHOJIOTUH 3JIOYMBIIUIEHHUKH TEPEMECTHJINCh B HHTEpPHET, U

MIPOJIOJDKAIOT 3aHUMATHCS " TIOOUMBIM" 1€TIOM.



Tak nmosiBuiach HOBasl yrpo3a: MHTEPHET-MOIIEHHUYECTBA WIM (UILNHT, IJ1aBHAas IIEb
KOTOPOTO COCTOMT B MOJYYCHMHM KOH(PHICHIMAIbHBIX IAHHBIX IIOJIb30BaTeNeil - JIOTMHOB H
naposieii. Ha anrnmiickom si3pike phishing unraercs xak ¢ummar (ot fishing - peiOHas yoBis,
password - mapoJib).

OcHOBHBIE COBETHI IO OOPBLOE ¢ PUITHHTOM:

1. Caemu 3a cBouM akkayHTOM. Ecim ThI mojo3peBaemib, YTO TBOS aHKeTa ObLia
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKUPOBATH €€ U COOOITUTH aJMUHUCTpATOpPaM pecypca 00 3ToM
KaK MOKHO CKOpee;

2. Ucnone3yit 6e30nacHble BeO-CaiiThl, B TOM YHCIIE, UHTEPHET-Mara3uHoB U IMOMCKOBBIX
CHUCTEM;

3. Ucnonw3yit ciioxkHBIE U pa3Hble Mapoiau. Takum oOpa3oMm, eciid TeOs B3JIOMAIOT, TO
3JI0YMBIIIJIEHHUKH TOJIYYaT AOCTYH TOJIBKO K OJHOMY TBOEMY NPO(UIIO B CETH, @ HE KO BCEM;

4. Ecin TeOs B3j10Mai, TO HEOOXOAUMO MPENyNpeIuTh BCEX CBOUX 3HAKOMBIX, KOTOPbIE
no6aBiieHbI y T€0S B IPY3bsIX, O TOM, YTO TeOS B3JIOMAJIM U, BO3SMOXHO, OT TBOETO UMEHU OyzeT
pacchLIaThCsl CllaM U CChUIKM Ha (PUILIMHTOBBIE CAlTHI;

5. YcranoBu HaaexHbii napoib (PIN) Ha MoOuIbHBIHM TenedoH;

6. OTKIIIOYM cCOXpaHEHUe Mapoiis B Opaysepe;

7. He oTkpeiBail (aityibl U Apyrue BIOKCHHS B MHAChMax, JaKe €CIM OHH IMPHUIILIUA OT
TBOMX Jipy3ei. Jlydie yrouyHu y HUX, OTIIPABIISUIH JIM OHU TeOe 3TH (aiiibl.

Hudposas penyranus

udposas peryranus - TO HEraTUBHAs WIM MO3UTHBHAs MH(pOpMAIMs B CETH O Tebe.
Komnpomerupytomas unpopmanus, pa3MelieHHas B UHTEPHETE, MOXKET CEpbEe3HbIM 00pa3oM
OTpa3uThCs Ha TBoeH peasibHON ku3HU. "Lludposas penyranusa" - 3To TBOW MMHIK, KOTOPBIN
dopmupyetcst U3 HH(popMaIMK O Tebe B MHTEPHETE.

TBoe MecTo KuTenbCTBa, yueObl, TBOE (PMHAHCOBOE MOJI0KEHUE, OCOOEHHOCTH XapaKTepa
U paccKasbl 0 OJM3KUX - BCE ATO HAKAILJIMBACTCS B CETH.

MHorue noJpoCTKH JIETKOMBICIIEHHO OTHOCATCA K MyOJIMKAallMM JTUYHOM MHPOpManuu B
WuTepHeTe, HE MOHUMAas BO3MOKHBIX MOCIEACTBUI. ThI 1aXe HE CMOXKEIIb JOTafaTbcs O TOM,
4To (poTorpadus, pazmelieHHas 5 JeT Ha3ald, cTaja MIPUUYMHON OTKa3a MPUHATH TeOs Ha padoTy.

KommenTapuu, pasmemenue TBoux ¢GoTorpaduili W apyrue JeHCTBUSL MOTYT He
UCYE3HYTh JaXke IOCJI€ TOro, Kak Thl WX yJaluilb. Thl HE 3Haellb, KTO COXPAaHUI ITY
UH(OPMaLIKIO, ToTaNa JU OHA B MOMCKOBBIE CUCTEMbI M COXpPAaHHJIACh JIM OHA, a TJIaBHOE: YTO
HNOIYMAIOT 0 TeOe OKpPY)KAIOLIUe JIIOJU, KOTOpble HAWAYT M yBUAAT 3To. Haiitu undopmaruio
MHOT'O JIET CITyCTSI CMOKET JII00OM - Kak U3 JOOpBIX MOOYXJIEHUH, TaKk U C HaMEpeHUEeM

NPUYUHUTH Bpel. DTO MOKET ObITh KTO YTOJIHO.



OCHOBHBIE COBETHI TT0 3alTUTE ITU(POBOM peITyTaIuu:

1. Momymaii, mpexae 4eM 4TO-TO IyOJMKOBAaTh W MepelaBaTh y ce0st B Oiore wiu B
COIIMAILHOM CETH,

2. B nactpoiikax npoduss yCTaHOBU OTpaHMUYEHUS] Ha IPOCMOTP TBOETO MPOQUIIS U €ro
COAEP)KUMOTO, CIIeTai ero TOJbKO "1 apy3en";

3. He pa3memiaii u He yka3biBail HHPOPMAIUIO, KOTOPAsi MOXKET KOT0-THOO0 OCKOPOJIATH
WA OOMIKATh.

ABTOpCKOE IPaBo

CoBpeMeHHbIE MIKOJIBHUKMA - AaKTHUBHBIE IOJIb30BAaTENM LU(PPOBOro MPOCTPAHCTBA.
OpnHako JaneKko He BCE 3HAIOT, YTO MOJh30BAHUE MHOTUMHU BO3MOXXHOCTSMU ITU(POBOTO MHpa
TpeOyeT COOII0ICHNS MPaB HA MHTEIUICKTYaIbHYI0 COOCTBEHHOCTD.

TepMun "uHTeNNEKTyallbHasi COOCTBEHHOCTh' OTHOCHUTCS K Pa3IUYHBIM TBOPEHHUSIM
YeJI0BEUYEeCKOro yMa, HauMHasi C HOBBIX M300pPETeHUI U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh
HAa TPOIYKTHI W YyCIyrd, W 3aKaHyuBas KHUTaMu, Qororpadusmu, KHHOQWIBMAMH U
MY3BIKQIBHBIMU IIPOU3BEICHUSIMHU.

ABTOpCKHE IpaBa - 3TO MpaBa Ha UHTEIICKTYyaJbHYI0 COOCTBEHHOCTh Ha MPOU3BEACHUS
HAYyKH, TIUTEPATYpPhbl U UCKYCCTBA. ABTOPCKHUE MIpaBa BHICTYNAIOT B KaUe€CTBE rapaHTUU TOTO, UYTO
WHTEIICKTYaTbHBIA/ TBOPUSCKANA TPYA aBTOpa He OyIeT HampacHBIM, JAcT €My CIIPABEIIUBBIC
BO3MOXKHOCTH 3apa0o0TaTh Ha pe3yJIbTaTaX CBOErO TPy, MOJYyYUTh U3BECTHOCTh U MPU3HAHUE.
Huxkto 6e3 paspelnieHus aBTopa He MOKET BOCTIPOU3BOIUTH €ro MPOU3BEICHUE, PACTIPOCTPAHSATS,
nyOIMYHO JIEMOHCTPUPOBATH, MPOAABaTh, WMIOPTUPOBATH, MYCKaTh B MPOKAT, MyOIHMYHO
UCTIOJTHSAT, ITOKA3bIBATh/UCIIOJIHATE B dQUpPE WK pa3Meniate B UHTepHETE.

Hcnons3zoBanue "muparckoro” mporpaMMHOr0 00eCTiedYeHUs] MOYKET MPUBECTH K MHOTHUM
pUCKaM: OT TMOTEpHU JAHHBIX K TBOMM aKKayHTaM J0 OJIOKHPOBKH TBOETO YCTPOMCTBA, TIe
yCTaHOBJIEHA HelerajibHas nporpamma. He cTouT Takxke 3a0bIBaTh, YTO CYIIECTBYIOT JieTalbHbIE
1 OecIIaTHBIE TIPOTPAMMBI, KOTOPBIC MOYKHO HAWTH B CETH.

O nopraJjie

CereBuyok.p) - TBOW TNABHBIM COBETYMK B CETHU. 37e€Ch Thl MOXKEIIb Yy3HATh O
0€30MacHOCTH B CETH MOHATHBIM U JIOCTYIMHBIM SI3BIKOM, a MPU BO3HHUKHOBEHHH KPUTHUYECKOM
CUTyalluu OOpaTHTBCS 32 COBETOM. A Tak)Ke NMPHHATH yJacTHE B KOHKYpCax M CTaTh CaMbIM

M (PPOBBIM TpaxTaHUHOM!



WHCTPYKIUS JJ51 OBYUAIOIUXCA Ob UHO®OPMAIIMOHHOM
BE3OITACHOCTH

HEJIb351

1. Bcem moapsia cooOmare cBOX 4YacTHYIO MH(POpPMALUIO (HAcTosIIMEe UMs, (haMHIIUIO,
tenedoH, aapec, HOMep IIKOJIbI, a Takke (GoTorpadun CBOU, CBOEH CEMbU U IPY3€Ei);

2. OTKpbIBaTh BIOXKEHHBIE (haIbI SJIEKTPOHHOM MOYTHI, KOT/Ia HE 3HACIIb OTIIPABUTEIS,

3. I'pyOuts, mpuanparthcsi, OKa3bIBaTh AaBICHHUE - BECTH C€0s1 HEBEXKIIMBO U arPECCUBHO;

4. He pacnopspkaiics JeHbraMd TBOEH CeMbH 0O€3 pa3pelieHHs CTapIiux - BCeraa
CIIpalMBail poJIUTEIIECH;

5. He Bctpeuaiica ¢ VHTEpHET-3HAKOMBIMU B PEAJIbHOM JKHU3HU - IIOCOBETYHCS CO
B3pOCJIBIM, KOTOPOMY J0BEpSEIllb.
OCTOPOXHO

1. He Bce numyt npaBay. UYuraems o ceOe HenpaBay B MHTepHeTe - coobuu 00 3ToM
CBOMM POJIUTENSIM UJIU ONIEKYHaM;

2. [IpurnamaroTt nepenuchBaThCs, UTPaTh, 0OMEHUBATHCS - IPOBEPH, HET JIU TMOBOXA;

3. He3akoHHOe konrpoBaHue (aiisios B IHTepHETE - BOPOBCTBO;

4. Becerna pacckasbiBail B3pOCibIM O Mpo0ieMax B CETH - OHU BCET/la IIOMOTYT;

5. Ucnonp3yli HacTpoiiku 0€30MacHOCTH W MPUBATHOCTH, YTOOBI HE TOTEPATH CBOH
AKKayHTBI B COLICETSAX M JIPYIHX MOpTalax.
MOYKHO

1. YBaxail Ipyrux nojib30BaTeei;

2. [lonb3yenibcst IHTEpHET-UCTOUHUKOM - JI€Iail CChUIKY Ha HETo;

3. OTKpBIBail TOJIBKO T€ CCHUIKH, B KOTOPBIX YBEPEH;

4. OGmaThCs 32 MOMOILBIO B3POCIBIM - POJUTEIH, ONEKYHbl U aJMHUHHUCTPALUs CalTOB
BCErzia IOMOT'YT;

5. Ilpoiiaun oOydyenune Ha caidte "CereBHMUOK" W TOJIYy4Yd MacmopT IUPpPOBOTrO

rpaxkaaHuHa!



